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Abstract:

Significance Processor security is a cornerstone of computer system security, providing a trusted execution
environment for upper-layer systems and applications. However, the increasing complexity of processor
microarchitectures and the widespread integration of performance-driven optimization mechanisms have
introduced significant security risks. These mechanisms, primarily designed to enhance performance and energy
efficiency, often lack comprehensive security evaluation, thereby expanding the potential attack surface.
Therefore, numerous microarchitectural security vulnerabilities have emerged, presenting critical challenges in
architectural security research.

Progress Although recent years have witnessed notable progress in the study of hardware vulnerabilities,
several key issues remain unresolved. First, the landscape of hardware vulnerabilities is both diverse and
complex, yet existing literature lacks a consistent and systematic classification framework. This gap complicates
researchers’ efforts to understand, compare, and generalize vulnerability characteristics. Second, current studies
predominantly focus on individual vulnerability discovery or specific attack implementations, with limited
attention to modeling the full vulnerability lifecycle. A comprehensive research framework including
vulnerability identification, attack instantiation, and exploitation is still lacking. One pressing challenge is how
to efficiently and systematically convert potential vulnerabilities into practical, high-risk attack paths. In
addition, unlike software vulnerabilities, hardware vulnerabilities are inherently more difficult to mitigate and
impose higher defense costs. These characteristics highlight the need for a more structured and integrated
approach to hardware vulnerability research.

Contributions This paper systematically reviews and analyzes processor hardware vulnerabilities reported in
major architecture security conferences and academic journals since 2010. It first outlines four primary methods
for discovering hardware vulnerabilities and, based on prior studies, proposes a three-step attack model and a
novel attack scenario framework. The paper then categorizes and describes existing hardware vulnerabilities
according to their behavioral characteristics and consolidates eight evaluation metrics for side-channel
vulnerabilities derived from related research. To assess the feasibility and scope of various attack types,
representative vulnerabilities are selected for experimental validation across multiple processor platforms, with
in-depth analysis of the results. In addition, the study provides a systematic evaluation of current defense and
mitigation mechanisms for hardware vulnerabilities. Finally, it discusses future research directions from both
offensive and defensive perspectives.

Prospects  Future research in processor hardware security is expected to focus on new attack surfaces
introduced by increasingly diversified microarchitectural optimizations. Key areas will include the development
of system-level collaborative defense mechanisms, automated verification tools, and integrated strategies to
enhance awareness and precision in mitigating hardware-level information leakage risks.

Key words: Hardware vulnerabilities; Computer architecture security; Side channels; Transient execution; Fault

injection
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