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Abstract

This paper proposes the Stone-Skimming microarchitectural attack,
the first page table walk (PTW)-based attack targeting large-scale
sensitive memory applications. Stone-Skimming leverages the cor-
relation among multiple signals, which are derived from a victim
application’s original sensitive data access that triggers PTW, to
establish novel side channel attacks. Using Stone-Skimming, we
develop the first microarchitectural attack targeting big data ap-
plications in DNA sequence reconstruction. Multiple associated
PTW entries generated by the victim are cross-validated, enabling
robust DNA reconstruction where traditional data-based attacks
fail. Moreover, we discover a new stateful side effect of PTW on
prefetch instructions that can be exploited to break KASLR, even
with advanced defenses such as KPTI on. We also introduce the
early-instruction-fetch (early-IF) PTW attack capable of bypassing
LFENCE and cPUID defense.

ACM Reference Format:

Jiajun Luo'®, Yu Jin'?, Yufeng Gu?, Jinyi Deng?, Yang Hu?®, Shuwen Deng'*
. 2026. Stone-Skimming: Attacking Big-Data Analytics Applications with
Page Table Walk. In 63rd ACM/IEEE Design Automation Conference (DAC
"26), July 26-29, 2026, Long Beach, CA, USA. ACM, New York, NY, USA,
7 pages. https://doi.org/10.1145/3770743.3804222

1 Introduction

The recent advent of big data analytics and healthcare technologies
has led to a significant shift in the landscape of sensitive data. For
example, DNA sequencing algorithms [33] determine the order of
nucleotides (bases) in an individual’s genome. The key feature of
such applications is that the data are both large-scale and sensi-
tive. These applications contain identification with more complex
data structures like DNA sequences [4, 21]. Thus, the protection of
sensitive data needs to go beyond traditional applications.

The large memory footprint of big-data applications opens up
a unique attack opportunity for paging. Based on virtual memory,
large-scale data accesses are converted to accesses to one or more
pages of page tables. Contemporary x86 systems use 4 or 5-level pag-
ing structures to translate virtual addresses into physical addresses.
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When a page’s corresponding translation is not found in the Trans-
lation Lookaside Buffer (TLB), a page table walk (PTW) is triggered
to derive the physical address from the virtual address. During PTW,
potentially multiple relevant page table entries (PTEs) are brought
into the cache, which can create architectural side-channels.

As a widely implemented and classical system mechanism, vir-
tual memory or PTW has been the root cause of multiple attacks [14,
35-37, 39, 45]. However, for data leak attacks, these attacks focus
on small-scale sensitive data, such as personally identifiable infor-
mation or cryptographic key reconstruction [35, 36, 45], or require
write operations [45] in real applications—impractical for big-data
applications; or rely on attacker’s [36], rather than victim’s PTW; or
require privilege permission [35]. AnC [14] and RevANC [37] recon-
struct ASLR based on PTW-induced cache accesses. However, these
designs focus on the last-level cache (LLC) and assumes an inclusive
property between cache levels, which is not adopted in most cur-
rent processors [2, 18]. Moreover, AnC uses the EVICT+TIME [28]
method to exploit cache side channels [9, 11, 12, 16, 20, 28], requir-
ing multiple identical accesses equal to the number of cache sets that
cannot apply to real applications. Thus, none of them have explored
the effectiveness of PTW in leaking big data applications [33].

In this paper, we introduce the Stone-Skimming attacks, the first
PTW-based attacks that explore and target large-scale sensitive
analytics applications. When multiple PTEs are brought into the
cache, their presence and location within the cache can reveal infor-
mation. By monitoring which cache sets are accessed during a PTW,
attackers can effectively recover the virtual address information.

To make the attack effective, Stone-Skimming specifically fo-
cuses on exploiting correlation among multiple PTEs’ cache
signals triggered by victim application’s original data access,
and uses such signals to establish novel side channel attacks. Using
Stone-Skimming as the core mechanism, we develop the first novel
parch attack targeting DNA sequence reconstruction. This attack
extracts the bases (‘A’;C’G’, T’) of the private and sensitive DNA
samples. The key observation is that, when a data memory access
involves the PTW, multiple associated PTW entries are brought into
the cache together with the single accessed data item. This “1 + x”
property (1 for the data access itself, x for the multiple PTW entries)
provides the unique possibility of cross-validating accessed data
and PTW entries to significantly enhance the signal and reduce the
error rate to nearly zero. This property is crucial for attacks sen-
sitive to errors, the case for DNA sequence reconstruction attack:
a single error can crush all subsequent reconstructions, because
sequencing algorithms rely on strict base-by-base dependency.

Beyond the first demonstration of DNA sequence reconstruction
through PTW-induced side channels, this paper also reports the
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Figure 1: PTW process [3, 19]. In each level, from PML5E to
L1 PTE, 9 bits of the virtual address are used to access the
corresponding page table entry (PTE), referred to as a PTW
entry for generality, which will be further cached into L1
data (L1D) cache once accessed. Ptr refers to pointer.

discovery of a new stateful side effect of PTW on the prefetch in-
struction that can be exploited to break KASLR even with advanced
defenses such as KPTI !, and a speculative early-instruction-fetch
(IF) PTW attack that is not defended by cpuip, which [30] fails
to bypass. The attack that breaks KASLR leverages a surprising
and new observation that the PTWs triggered by the prefetch of
mapped and unmapped addresses leave different traces and oscilla-
tion phenomena in the cache. The Early-IF instruction PTW attack
leverages the fact that instruction-based PTW happens before ex-
ecution serialization by either LFENCE or cPUID, circumventing
existing mitigations.
In summary, this paper makes several key contributions:

e Construct a channel to monitor victim’s PTW entries to-
gether with the victim’s single data access in cache.

o Build, for the first time, a reliable side-channel attack on mod-
ern genome sequencing applications which can successfully
reconstruct a long DNA read fragment.

e Discover a new characteristic of prefetch instructions’ PTW
that can be leveraged to break KASLR of systems equipped
with state-of-the-art defense.

e Discover a new early-instruction-fetch PTW attack, that
cannot be mitigated by 1fence or cpuid.

2 Background & Related Work
2.1 PTW for x86

In modern computers, processors handle virtual addresses produced
by the compiler, but the actual physical address is determined at
runtime by the memory management unit (MMU). Memory is orga-
nized into pages to facilitate this process, with a typical page size
of 4-KB (2!2 bytes). An address is divided into two fields to convert
from virtual to physical addresses: the byte address within a page
(11:0) and the page address (the remaining high-order bits). The
translation process involves replacing the virtual page address in
the processor with the physical page address, according to a page
table generated by the OS when creating a process.

Modern microprocessors adopt a multi-level page table organiza-
tion. The key insight is to have a page that stores a set of consecutive
PTEs at a certain level. Conceptually, the organization constitutes a
tree structure, where a PTE at a higher level covers a larger range
of virtual addresses, and the absence of the PTE saves the pages for
storing PTEs of these addresses below the PTE in the tree.

Figure 1 demonstrates a 5-level hierarchical paging mechanism
that translate 64-bit virtual address to 52-bit physical address in

IResponsible Disclosure: We have disclosed our work to Intel and got acknowledged.

Luo et al.

x86-64 [18] assuming 4KB page, which can store 2(1273) = 2% = 512
64-bit (8 = 23 Byte) addresses. If we have an L1 data cache with 64
sets and a 64-byte cache line, 12 bits combined are used to indicate
the set index and block offset, the same as a byte address within a
4K page. This means that the cache line location is only relevant to
the 9-bit address of a PTW entry within the page because the other
3 bits are used for addressing each byte in the 8B PTW entry, and
together they add up to exactly 12 bits. Each cache line contains 8
PTW entries, so the set index is determined by the highest 6 bits
of the 9-bit address of a PTW entry within the page table in each
level in Figure 1: 56:51 of Page-Map Level-5 Entry (PML5E); 47 : 42
of Page-Map Level-4 Entry (PMLAE); 38: 33 of L3 Page-Directory-
Pointer Table Entry (L3 PDPTE); 29: 24 of L2 Page Directory Entry
(L2 PDE); and 20:15 of L1 Page Table Entry (L1 PTE). The lowest
3 bits of the 9-bit address determine the PTW entry offset within
the cache line. After mapping, 51:12 and the Offset (11:9) in the
virtual address is concatenated to form the 52-bit physical address
of the original 64-bit virtual address, concluding the translation
and PTW.

The whole 5-level PTW in total generates and accesses five PTW
entries, each of them will be brought to the L1 data cache, before
the next PTW entry’s address is generated and requested. It is
the foundation of the side-channel of Stone-Skimming and will be
discussed in detail in Section 3.

2.2 Related work

Besides AnC [14] and RevANC [37] discussed earlier, Binoculars at-
tack [45] leverages the stateless contention and false dependencies
between writes and reads to build attacks. The XLATE attack [36]
uses traditional cache attacks such as PRIME+PROBE and replaces
regular data in eviction sets with PTW entries to break the state-
of-the-art defense. Stealthy page table-based attacks [35] attack
enclave without encountering a page fault. Peek-a-walk [39] lever-
ages PTW entries to leak an invalid pointer.

3 Stone-Skimming Side-Channel Attack
3.1 Motivation

Existing microarchitectural side-channel attacks focus on find-
ing new channels [17, 29, 34, 42] and verifying their effective-
ness with traditional applications, such as leaking cryptographic
keys [1, 20]. In contrast, we seek to attack the popular and more
complicated big-data applications. We specifically focus on cache
side-channels [10, 12, 23, 43]. For big-data analytics applications,
merely focusing on data accesses are hardly effective, because only
the lower bits of the virtual address are reflected in the cache. To
achieve our goal, it is crucial to explore PTW attacks, in which PTW
entries cover a wide range of the virtual addresses of the memory
access. More importantly, the correlation of multiple PTW entry sig-
nals provides the unique opportunity to reveal application-specific
sensitive information with low noise.

3.2 Threat Model

We assume a victim process with access to large-scale sensitive
memory and an attacker process trying to uncover the secret. The
victim and attacker run on a multi-core x86 machine, with either
Intel or AMD processor. The attacker is assumed to have knowledge
of the victim’s source code.



Stone-Skimming: Attacking Big-Data Analytics Applications with Page Table Walk

Table 1: Machine specifications in our evaluation.

Xeon Silver Xeon Gold Xeon Gold
CPU 4314 6226R 6438Y+ EPYC 7543
parch Ice Lake Cascade Lake Sappblre Zen3
Rapids
#Core 16 32 32 64
64 sets, 12-way, 64 sets, 8-way, 64 sets, 12-way, 64 sets, 8-way,
LID Cache 64-B line 64-B line 64-B line 64-B line
oS Ubuntu 18.04.6 CentOS-7 Ubuntu 22.04 Ubuntu 22.04.2
Mem (GB) 256 128 512 256

The attacker can call the victim library’s Application Program-
ming Interface (API) but does not have the authority to access any
data encapsulated by the APL

The attacker can use the user-level RDTsc instruction for timing
measurement, and a time counting thread synchronized with the
attacker program that also does not require privilege level access.

3.3 PTW-induced Attack Primitive

Reveal the vulnerability. As illustrated in Figure 1, the PTW pro-
cedure based on the 5-level paging accesses five PTW entries from
each level before generating the physical address of the data and
accessing it. The PTW entries are brought to the cache hierarchy
in the same way as the data, and thus the presence or absence of a
PTW entry in cache leads to the timing-side channel, which can be
used to detect the location of the cache line that contains a PTW
entry. Further, the location of the cache line can reveal part of the
physical address of the PTW entry, which is determined by certain
bits in the virtual address of the originally requested data. In a nut-
shell, the virtual address of data access can be partially recovered
by the locations of PTW entries during PTW.

Attack Validation. We have tested through 4 different machines as
shown in Table 1. We maintain two entities. One is the victim that
holds large-scale sensitive memory. The other one is the attacker
that deploys the attack and observes timing to reconstruct the
sensitive information. Our attack can be divided into four steps.

o Preliminary preparation: The goal is to evict all targeted TLB
entries so that the memory access will trigger PTW. We use
a series of memory accesses to build an eviction set of pages
to evict targeted TLB entries. It is noteworthy that the size of
the eviction set is also large enough to eliminate the effects
of page table caches.

o Attacker setup: In this step, the attacker fills targeted a (1 <
a < 64 according to different types of attack) number of L1D
cache sets with its own data.

e Victim encoding: The victim performs a large-scale sensitive
memory access. The missing TLB entry will trigger a PTW,
in which the accessed PTW entries and data are placed into
the cache, replacing the data primed in the previous step.

o Attacker decoding: the attacker will probe the corresponding
set with the same data primed in the second step and measure
its timing to monitor potential data replacement caused by
the victim in the encoding step.

Figure 2 illustrates the results on the timing side channel due
to PTW. Higher count indicates some entries in the corresponding
cache set are evicted by the victim. We carry out the measurement
10, 000 times and remove outliers. We can detect 5 signals (1 for
data and 4 for PTW entries) when the victim performs an access to
virtual address 9x00007f299cc3c@c@. These signals indicate not
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Figure 2: Average timing signals when the victim accesses
virtual address 0x00007299cc3c0co. Bits 47: 42 of the address
equal 31 in decimal which is the set of PMLA4E, L3 PDPTE’s
set number is 20 from bits 38:33, L2 PDE’s set number is 28
from bits 29:24, L1 PTE’s set number is 7 from bits 20:15,
and data’s set number is 3 from bits 11:6.

only data access in cache set 3 as determined by bits 11:6, but also
PTW entries’ access traces.

4 Stone-Skimming on Genome Sequencing

4.1 Genome Sequencing Algorithms

As shown in Figure 3a, genome sequencing starts with raw sig-
nals from the genome sample. Sequencers read the raw signals by
fragmenting it into billions of short substrings, called reads. This
process is called basecalling. The reads typically have 100-150 base
pairs [26]. After that, the sample genome is reconstructed by align-
ing the reads with an existing reference genome sequence, known
as read alignment, which performs approximate string matching.
This step produces multiple positions in the reference that may
match the read exactly. Then, a dynamic algorithm is performed to
compare the similarity between the read and these positions and
determine which position has minimal difference [33]. FM-Index
Search (FMI) is a common indexing algorithm used in read align-
ment [25, 38]. The backward search based on FMI can efficiently find
the number of occurrences for a pattern and locate their positions.
FMI search process. Figure 3b depicts the FMI for an example ref-
erence (R) that contains 6 bases. Real-world length of R is very large,
in the order of 23°. FMI has four main components. Count table (C)
stores the number of characters that are smaller than the current
character in the lexicographically sorted reference, e.g., “SACCGGT”
for the example with “$” having the smallest value. In its count table,
the count for “G” is 4 since four characters “SACC” are smaller. The
Burrows-Wheeler Matrix (BWM) contains all cyclic shifts of R. Ex-
amples are “TCGCG$A” and “G$ATCGC”. These shifted sequences
are sorted in lexicographic order to form the BWM. Based on BWM,
Burrows-Wheeler Transform (BWT) is simply BWM’s last column,
and suffix array (SA) is the distance of “left cyclic shifts” from R.
For example, the SA of the first row is 6, because R is cyclically left
shifted 6 times to get this sequence. Finally, each row of Occurrance
table (OCC) indicates the number of occurrences for each character
up to the row in BWT. In the example, we can see that the fourth
row of OCC contains [0, 0, 2, 1] because there are 2 ‘G’s, 1 ‘T’, and
no ‘A’ or ‘C’ in the first four rows of the BWT.

The backward search algorithm based on FMI is an iterative
procedure. For a read with length L, the algorithm executes for L
steps, updating the start-end pair (s, e). We denote (s, e) after step i
as (si, e;). The calculation of (s;, e;) involves accessing C and OCC
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(a) Genome Sequencing Pipeline

(b) FMI for reference sequence (R).

(c) Backward search using the FMI.

Figure 3: Genome sequencing process.

described earlier and the base, denoted by ¢ or c¢;. The reads are
iterated in reverse order. The recursive formulas to calculate (s, e;)
are: s; = C(c) + OCC(sj—1 — 1,¢) and e; = C(c) + OCC(ej—1,¢) — 1.
After L steps are executed, sy and e converge to a range, which
gives all possible locations of the read in the reference sequence R.

We explain the algorithm using an example in Figure 3¢ with
a short query Q=“GC”. Before step 1, (so,e9) = (0,6). The first
character in reverse order is ‘C’, based on the formulas, s; = C(‘C’)+
OCC(-1,‘C"). The “-1” row of OCC s defined as all zeros. Thus, we
have s; = 2. Similarly, we calculate e; = 2+ 2 — 1 = 3. The same
computation is performed in step 2, after which s, and e, converge
to 5, which indicates the location in R where “GC” is matched.

4.2 DNA Sequence Reconstruction Attack

Threat Model. The bases of the reads are secrets. They are main-
tained inside the library and can only be indirectly accessed by the
library function. The function caller has no permission to access
the read samples or the matching positions. He can be a third party
who provides the reference template and an FMI algorithm running
environment but is not authorized to access those matching reads.
Root cause. Based on the threat model, reference R and its relevant
data structures OCC and C are public. And the FMI search involves
the access to OCC, a very large table whose size is proportional to
the length of R (in the order of 23°). Each step i accesses two rows
of OCC to compute s; and e;, which will bring PTW entries into
the L1D cache. In principle, our side channel can reveal the index
of the rows. However, the secret our attack aims to extract is the
character of each position (c;) in the read processed in each step
i. Thus, we need to establish the relation between the OCC row
access indices and the character in the read.

From the recursive formulas, we see that the index of OCC
rows accessed in step i are determined by (si—1,ej—1) but does
not depend on ¢;, which only decides the value to access within a
row. (sj—1, ej—1) is further determined by both (s;j—2, e;—2) and ¢;_1.
Thus, by transitivity of dependence, the index of OCC rows accessed
in step i depends on c;—;. We have established the relation. The
attack is challenging as the successful recovery in step i depends
on the success of previous recoveries, requiring zero fault toler-
ance. Because we need to know (s;j_2, e;_2) so that (s;—1,e;—1) is
solely dependent on c;_1. Fortunately, at the start, (s, e1) is solely
dependent on ¢ because the “-1” row of OCC is zero.

Attack method. The next question is how to extract the secret.
Fortunately, for each ¢;_1, there are only four choices: “A”, “C”, “G”,
and “T”. We can regard each choice as a hypothesis and compute
its respective OCC row index in step i, which corresponds to a set
of L1D cache sets, denoted as HSet; j,, where h € {A,C, G, T}, that

1. #include “genomic_bench.h”

2. fmi_search(...); // Genome library call

3. for (size_t i = read_length - 2; i < read_length; i--) {

4 load(TLB_eviction_sets);

5 prime();

6. fmi_search(...); // Genome library call

7 size_t *timings = probe();

8 for (size_t j = 0; j < 4; j++)

9 for (size_t k = 0; k < 3; k++)

if (timings[sets[j][k]] > threshold)

// Each row of 2D array have three accesses
// for L2 PDE, L1 PTE, and data, respectively
// map to 1 out of 4 of the value of base[i + 1]
scores[j]++;

reconstructed_bases[i + 1] = get_max_id(scores);

16. }

1. fmi_search (...) {

2.

3. GET_OCC(size_t s, base_t c, ...); // OCC table access
4. // s is one element of the matching pair

5. // ¢ is the secret genome sequence base

Figure 4: Attacker program on Genomicbenches. fmi_search
is a public library call accessing secrets internally.

contains PTW entries and data entry for the index’s address in step
i. These cache sets can be identified with our side channel.

To choose a hypothesis, we compute the score for each one.
Specifically, after step i, we can obtain a set of L1D cache sets filled,
i.e., sets accessed during the iteration of s; and e;, and denote as
W Set;. Then we compare the intersect of each HSet; ,, and W Set;,
and the size of the intersected set is added to scorey. Due to the
system noise, i.e., cache filled by other activities, WSet; is always
larger than any of HSet; j,. Thus, a higher score indicates a higher
likelihood of the hypothesis h being correct. In our attack, we run
the attack 9 times to mitigate noise. We also need to decide the
size of HSet; j,. HSet; j, for each OCC row access may contain PTW
entries of up to 4 levels and 1 data entry. However, we find that only
using PTW entries of 2 levels (PDE and PTE) and the data entry
is already sufficient to distinguish different hypotheses. Moreover,
while computing e, also accesses OCC, we find it enough to just
focus on s, computation and treat the other as noise. Based on the
two considerations, the size of HSet; j, is at most 3. With 9 runs in
total, the maximum score for a hypothesis is 9 X 3 = 27.

For a read sample of length L, L — 1 bases can be reconstructed,
except base c151, because s151 decided by it is not used for the OCC
table lookup. However, with typically 30-50X coverage of reads [6],
the single absent base can still be acquired from other reads.

Figure 4 highlights the method to attack Genomicsbench [33]
leveraging Stone-Skimming based on the insights discussed earlier.
The backward search function fmi_search is provided as a library
call which is akin to cryptographic encryption functions. The first
step of backward search is done outside the loop because it in-
volves no OCC table access (line 2), and then the attacker runs the
remaining 150 rounds for the 151-base long read. In each round,
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Figure 5: Attack results for a 151-base-long read. The scores for each hypothesis in each step are shown with the ground truth.
The extracted bases by the score are all consistent with the ground truth (with a special case in the first round).

Stone-Skimming evicts TLB entries, primes the L1D cache, calls
fmi_search forwarding a step, and probes to obtain the timings.
After step i, the collected timings are used to decide all the accessed
cache sets WSet;, which are compared with the each HSet; j,. The
score is updated accordingly. Finally, the hypothesis (base) with the
highest score is chosen to be the recovered base (secret).

Attack evaluation. As shown in Figure 5, by completing the 150
rounds, we can reconstruct 150 bases of a read. It shows the score
of each hypothesis for each step. Note that in the first round, there
are two hypotheses with equally high scores. This is caused by a
characteristic in step 1 that we have e; = C(‘C") + OCC(ey, ‘C") —
1 which is precisely equal to C(‘G”) — 1, exactly the index for
hypothesis ‘G’. This is because e resolves to the last line of OCC
and thereby OCC (e, ‘C’) indicates the total quantity of C in the
reference. Therefore, C(‘C’) + OCC(ep, ‘C’) = C(‘G’) and e; =
C(‘G”) — 1. This characteristic only holds in step 1 and influences
the first round of the following attack. Therefore, if the actual base
is ‘C’, its HSety < is accessed due to OCC(s1 — 1, ¢) but HSet, ¢ is
also accessed due to OCC(e1, ¢). With this in mind, we know that
the hypothesis with a smaller lexicographical value is the secret.
Comparison with attacks without utilizing PTW. We also
conduct the experiment using only data entry without PTW entries,
where the size of HSet; j, is 1. This attack can only reconstruct the
first 4 bases. Since the attack relies on the correctness of previous
rounds to ensure subsequent success, the attack fails. The reason is
that is has only one signal which is easily overwhelmed by noise.
This problem can not be mitigated by repeating because the attacker
is not allowed to control the victim to repeatedly execute one step.

5 Stone-Skimming on KASLR with prefetching

The KASLR [15] protects the kernel from code reuse attacks such
as return-oriented programming (ROP) [31] with minimal perfor-
mance overhead and has been widely adopted in modern operating
systems [7]. In Linux’s x86-64 implementation of KASLR with 5-
level page tables, bits 29 to 21 are randomized, providing 9 bits of
entropy (512 choices), which are located in the L2 PDE index.

Threat model and setting. We consider an unprivileged attacker
who can execute arbitrary instructions on a KASLR-enabled local
machine. The attacker’s goal is to determine the actual addresses
of the kernel image to conduct code reuse attacks. They know the
CPU model and the constant offsets of kernel functions. The attack
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Figure 6: Probing latency after prefetching kernel space
(Oxffffffff90a00000). L2 PDE’s set is 16 by bits 29:24, where
oscillation is observed, indicating the address is unmapped.

can be divided into four stages: (1) evict the TLB; (2) prime the L1D
cache; (3) execute prefetch instruction target to the kernel address,
which will trigger PTW because TLB has been evicted; (4) probe
the L1D cache and observe the PTW traces.

New Observation to Break KASLR. We notice that prefetch a
kernel address after evicting its TLB triggers a PTW, which leaves
a PTW trace in the L1D cache on all tested CPUs. The surprising
observation is that, on Intel Xeon processors, if the virtual address is
physically unmapped, timings observed in its L2 PDE’s set oscillate
between large and small as we increase the number of test rounds.
The oscillating behavior can be captured by the mean and stan-
dard deviation of the probed latency of L2 PDE’s co-located set. As
shown in Figure 6, prefetching virtual addresses with 9-bit entropy,
which corresponds to 512 distinct choices, results in significant
and consecutive oscillations in the timing for the cache sets for L2
PDE if the kernel address is unmapped in the KASLR environment.
Specifically, the prefetchnta and prefetcht1 instructions do not
consistently evict data mapped to the same cache sets, causing an
oscillating pattern, as seen in cache set #16 in Figure 6. In contrast,
when prefetching mapped kernel addresses, the PTW maintains
a stable L2 PDE’s set eviction pattern, e.g., set #32. The mean and
standard deviation (std) of the probing times are more consistent
for mapped kernel addresses, with minimal noise affecting the dis-
tribution. By analyzing the mean probing values for the 512 choices,
we can successfully break Linux’s KASLR within 10 seconds.
Against the state-of-art defense. The ideal KPTI should com-
pletely separate the user and kernel page tables. But in reality, as
the user needs to have kernel trampolines for proper OS functional-
ity [24], there are still some kernel pages left on the user page table.
Our experiment shows that even with KPTI enabled and FLARE [8]
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starts at Oxffffffffb7800000.

. #define SET(set) \

. (((uint8_t *)11i->memory) + PAGE_SIZE * PAGE_OFFSET * (set))
. char *key = “aellpq7355608dsav31jnnk”

. void fc_victim (size_t x, 11i_struct 11i) {

asm volatile(“lfence”); // barrier

asm volatile(“cpuid”); // another barrier

(*((fptr) SET(key[x]))) O

0NV A WN R

¥
Figure 8: Stone-Skimming early-IF attack’s victim gadget.

deployed, there is still a constant address with a distinctive PTW
signal. When we examine the actual kernel address, we notice that
this signal is always located at the 0x1200000 offset of the kernel
(10th mapping in the L2 PDE of the kernel image). This means
we can exploit it to leak the kernel address. As demonstrated in
Figure 7, the PTW of prefetching to that address consistently does
not evict cache sets co-located with the L2 PDE’s set. Remarkably,
enabling KPTI even helps reduce noise, making it easier to break
KASLR. To measure the attack accuracy with KPTI enabled, we
rebooted the system eleven times and mounted the attack five times
per boot. We achieved 87.9% accuracy on the Intel Xeon Sapphire
Rapids Server. We also conducted experiments on the Intel Xeon
Ice Lake Server and successfully broke KASLR.

6 Early-Instruction-Fetch (Early-IF) Attack

Threat Model. We assume an intra-domain attack scenario, where
the attacker resides within the same thread, for instance, as sand-
boxed code wherein the disclosure gadget is executed.

Root Cause. The key observation is that the instruction-based spec-
ulative PTW happens before execution serialization due to either
LFENCE or CPUID, which is attributed to instruction predictor [41].
Note the instruction PTW entries are also cached by L1D.

Attack preparation. Our proof-of-concept victim is shown in
Figure 8 which leaks each character of the key. To enable the at-
tack, we create 64 series of JuMP instructions, each series include
JUMP instructions jumping to the next instruction in the series. We
ensure the L1 PTEs of all yjump instructions from the same series
are mapped to the same L1D cache set, while different series are
mapped to distinct sets. In Figure 8, the yump address is encoded
using a function pointer SET defined in line 1-2.

Attack process. For each character key[x], we first evict the TLB
entries and prime the entire L1D. Then, key[x] is passed to SET,
which will trigger the execution of yump instructions in a series,
whose PTWs evict cache lines from some sets. The character can
be extracted by probing the cache sets.

Beyond the basic process, Figure 8 shows a scenario where the
JuMmP instructions in line 7 is speculatively fetched, and the attack
cannot be prevented by LFENCE or cpUID before it (line 5 & 6). To
achieve that, we first repeatedly execute the yump with key[x]. The
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Figure 9: Set timings for Stone-Skimming (SS) early-IF attack.

purpose is to train the branch predictor with a specific target. This
step is not shown in Figure 8. Then, at line 7, we call the jump with
any index x’. However, due to the branch prediction, the speculative
fetch still resolves to SET(key[x]). In this case, the speculative PTW
can leak x even if we intend to execute SET (key[x’]).

Attack evaluation. We measure the time spent on probing the
secret-locating set in three different settings: CPUID, LFENCE, and
no fence, under three attacks: Code Stone-Skimming, Data Stone-
Skimming and PRIME+PROBE-version Spectre-v1 [22]. Figure 9
shows the cycle counts for probing, where the value 80 means all
cache hit. Values larger than 80 are considered signals. We can
observe that if there is no fence, all three attacks have valid signals.
Both cpuip and LFENCE can defend Spectre-v1 and Data Stone-
Skimming, because the data access is during the execution stage in
pipeline, blocked by the serialization instructions. For Code Stone-
Skimming, neither LFENCE nor cPUID can provide ideal protection
by eliminating the signal. Real-world gadgets, e.g., those found by
SpecFuzz [27], can be effective. One example resides in the OpenSSL
function asni_ex_i2c [44] with a compact switch statement. It re-
sults in a jump table at compilation, facilitating our attack to leak
history jump destinations.

7 Potential Defense

Stone-Skimming cannot be mitigated by partitioning schemes [5]
and page coloring [13] targeting last-level cache [23]. Proposals for
partitioning L1 caches [40] are also ineffective if the partitioning
is based on process identifiers (PIDs), since PTW entries from the
system are not assigned with PIDs. Direct mitigations by disabling
caching of PTW entries will substantially degrade performance.

On the other hand, since the key feature used by Stone-Skimming
for genomics is the multilevel PTW, it can be mitigated by hashing-
based PTW design such as Cuckoo Page Tables [32]. However, it
requires a vast amount of design and validation effort.

8 Conclusion

We introduce Stone-Skimming attacks, exploiting victims’ PTWs for
big-data analytics applications. We use correlations among signals
to reconstruct DNA. We discover a new stateful side effect of PTW
on prefetch instructions that can break KASLR with KPTI enabled.
We also develop a speculative attack capable of bypassing cpuID.
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